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FACT:
CYBER IS AWARFIGHTING DOMAIN

Industrial control systems (ICS) and operational technology (OT) comprise 90
% of critical infrastructure hit by cyberattacks (PONEMON)

It is the right time (and potentially the only
chance!) to get serious!

* CYBERWARAND CYBERTERRORISM ARE HERE TO STAY!!

* HIGH VALUE TARGETSARE MAPPED AND PWNED BY
THREAT ACTORS

* NO AGREED DE-ESCALATION APROACHES

* SOCIETY BASALSTRUCTURES AT GRAVE RISK
* QUANTUM SINGULARITY EVENTS

 EASE OF DEPLOYMENT OF CYBERWEAPONS
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NOW WHAT?!

Build the IOHR - Internet of Hyper
Resiliency by adopting Common Goals
of Distributed Cyber Security

e Secure Baseline with Standards like ISO 27001, IEC
62443, NIST...

* Implement Security by design
 Embrace tech that gives you an EDGE

* Leverage the complexity of systems and networks to
your own advantage

e Adopt Standards of Distributed Cyber Security
Nationwide

e Root out single points of failure
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‘'THE BIGGEST THREAT IS DOING THE SAME THING'

Embrace technologies that thrive in Complexity and Chaos

QUANTUM - BLOCKCHAIN - ARTIFICIALINTELLIGENCE

” The centralized model where the hacking of a single device could
compromise a network is categorically flawed. This needs to change:
we don’tneed to play a better game against cyber-criminals, we
need to play a differentgame.”

- Kjell Grandhagen (1954-2019)

- Ex-Chairman of NATQO’s Cyber Intelligence
Committee and Ex-Naoris Chief Global
Ambassador
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TAKE ACTION!!
DISTRIBUTE CYBER!!
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